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MpunoxeHne

METOAWYECKWUE PEKOMEHAALUUN
O PASBMELLLEHX HA NHO®OPMALIMOHHbLIX CTEHAAX, O®PULINAJIbHbIX
MHTEPHET-CAUTAX N APYI'NX UHOOPMALIMOHHbIX PECYPCAX
OBLUEOBPA30BATE/IbHbIX OPFAHU3ALMA N OPFAHOB, OCYLLUECTBSIIOLLUNX
YNPABJIEHUE B COEPE OBPA30OBAHNA, UH®OPMALIUU O BE3OMNACHOM
NOBEAEHUUN N NCMNOJIb3OBAHUWN CETU "UHTEPHET"

JKcneptamMu M 4neHamum BpemeHHo komuccum CoeTa deaepaunm no pasBUTUIO
WH(OPpMaLMOHHOIrO obwecTBa B paMKax BbIMOSIHEHUS peKoMeHAauuMin napaaMeHTCKUX
cnywaHun "AKTyanbHble BOMpPOCbl obecneyeHnss 6e30MacHOCTM U pa3BUTUS AETEN B
WHQPOPMaLMOHHOM NpocTpaHcTBe", KoTopble npownu B CoseTe ®enepauun 17 anpens
2017 r., 6binnM pa3paboTaHbl MeToAMYECKME peKOMeHZauMuM O pa3MeLEeHUM Ha
MHPOPMALMOHHbIX cTeHaax, odurumManbHbIX MHTEpHET-canTax 7 Apyrnx



MHPOPMAUMOHHBLIX  pecypcax obuleobpa3oBaTesibHbIX OpraHM3auuMin UK OpraHoB,
OCYLLEeCTBNAKLWMX yrnpaBneHne B cdhepe obpasoBaHus, MHbDOpMaumm o 6e3onacHoOM
noBeAeHUN U NCNoNb3oBaHnM cetn "MHTepHeT" (panee - MeToaAnYECcKMe pekoMmeHaaummn).

MeTognyeckme pekoMeHgaumm HanpasfieHbl HA KayeCTBEeHHOEe MOBblWEHWE YPOBHS
MHPOPMALMOHHON AeaTenbHOCTM 06uweobpa3oBaTe/ibHbIX OpraHuM3auuMihi M OpraHos.,
OCyLLeCcTBNAKWMX YyrnpasneHne B cdepe obpas3oBaHuMs, B 4acTu MHGPOPMMPOBaHMUS
yyalwmxcs, ux poautenen (3aKOHHbIX NMpeacTtaBuTenein) n negarormyecknx paboTHMKOB
06 OCHOBHbIX acnekTax MH(POPMaLMOHHON 6€30MacHOCTH.

MeToanyeckne pekoMeHzauMm no3BonAaT obuweobpasoBaTesibHbIM OpraHu3auusaM um
opraHam, ocyuwecTeasowmm ynpasneHme B chepe ob6pa3oBaHmsl, aKTyanmsnpoBaTb yxe
NCNoJib3yeMble 1 pa3MelleHHble MH(POPMaLUMOHHbIE MaTepuasbl, Tak U NOATOTOBUTb UX B
clyyae nx OTCYTCTBUSA C YUYETOM JIYYLMX NPaKTUK U peKoOMeHdaunn.

B pamMkax MeToAMYECKMX  peKoMeHZauuii  paccMaTpumBaloTCs  criegylowme
WHCTPYMEHTDI:

1. nHdbOpMaUKNOHHbIE CTEHAbI;

2. ouumnanbHble NHTEPHET-PECYPChHI;

3. cpeacTtBa MaccoBom MHpopMauun (LWKOMbHbIE Fa3eTbl, Negarormyeckne n3gaHus
n gpyrue).

UHdopmMaLmnoHHbIe cTeHAbI

Ha wuvHdopMaumMoHHbIX cTeHdax B obweobpasoBaTefnbHblX  OpraHmsaumsax,
pacrofsioXXeHHbIX B doine yuypexaeHuin n B KabwuHeTax, OCHALWEHHbIX MepCOHanbHbIMU
ycTponcteamMm gna  Bbixoga B ceTb  "WHTepHeT", pekoMeHAyeTCs  pa3MecTuTb
MHMOOPMaUMOHHbIE MaMATKKW, coAepXKalnme OCHOBHble coBeTbl nNo obecnedyeHuio
MHMOpPMaUMOHHON 6€30MacHOCTM yyalLnXcs.

B npunoxeHnn N 1 K MeTOAMYECKMM peKoMeHAauusM npeacraeneH obpasew
NaMAaTKM ANS pa3sMeleHns Ha MHOOPMaLUUMOHHbIX CTEHAAX.

CpeancTea MmaccoBow MHOpMaLum

B cpeactBax MaccoBoM wHdbOpMauuMm, OPUEHTUPOBAHHbIX Ha obyvatowmxcs,
pekoMeHAyeTCs B TedeHue yyebHoro roga perynspHo nybnukosaTb MHMOpPMaUMOHHbIE
MaTepuasnbl, NOCBSALWEHHbIE OTAE/bHbIM acrnekTaM MHAPOpMaUMOHHOM 6e30MacHoCTH, a
TakXe pasnmyHble NaMaTkm obLiero xapakrepa.

B cpeactBax MaccoBoM WHdOpMaLMK, OPUEHTUPOBAHHbLIX Ha NeaarorMvyeckyro
06LeCTBEHHOCTb, PEeKOMeHAYeTCss B TeyeHMe KaneHaapHoro roga perynspHo
ny6nnkoBaTtb WHMOPMALMOHHbIE MaTepuanbl, MNOCBALWEHHbIE OTAE/bHbIM acCneKkTaM
MHdOpMaLMOHHOMN 6e3onacHocTu KakK HecoBepLIEHHONETHUX, Tak n
obweobpa3oBaTenbHbIX OpraHmM3auMii, a TaKXe pas3/iM4yHbie naMsaTku, 0630pbl
HOPMaTUBHO-NPABOBOro peryMpoBaHnUs AaHHOW cdepbl U MHPOPMAUMIO O aKTyalbHbIX
MeponpuaTUAX N cobbITUAX B AaHHOM cdepe.

B xopae nposeaeHms EpmHoro ypoka no 6e3omacHoctTm B ceTn "UHTepHeTt"
pekoMeHayeTcsa obecneynmTb BbINYCK TeMaTM4eCcKoro BbiMyCka CpeacTBa MacCOBOW



nHdopmaumm nnbo cepum nybnmkaumn, cpean KOTOPbIX pacCMOTPeTb OpraHW30BaHHbIe
MeponpusaTua ans  obyvarowmnxcs,

neaarorMyeckonr obLwecTBeHHOCTH.

NHTepHeT-pecypcax
cneunanmanpoBaHHoro pasgena "MHdopmaumoHHas 6e30nacHOCTL", B paMKaxXx KOTOpPOro

ObweobpasoBaTesibHbIM OpraHmM3aunsM peKOMeHAYyeTCs Ha CBOMX OoduuManbHbIX

obecneunTb

MXx poamTenen (3aKOHHbIX nNpeacTaBUTENnemn) w

OdmumanbHble UHTEepHeT-pecypcbl

dYHKLUMOHUpPOBaAHMNE

CaMOCTOATENNIBHOIO

npeaycMoTpETb pa3MelleHne cneayouwen nHbopmaumn:

HOPMATUBHbIE aKTbl B
cchepe obecneyeHuns
WH(OpMaLMOHHOMN
6e3onacHoCTH
obyuatoumxcs

NOKYMEHTOB B
cdopmaTe *PDF

N| Pasgen/noapasaen ®dopmat ConepxaHue maTtepmanos
npeacraBneHus
MaTepuanonB
1.UlokanbHble Konuun PasmMeLyaloTcsa Konmmu JOKYMEHTOB, T.e.

CKAHWUPOBAHHbIA BapnaHT AOKYMEHTa,
COOTBETCTBYOLWMI TpeboBaHMAM K
napamMeTpaM CKaHMpPOBaAHUSA.
PasmellaloTcsa AOKYMEHThI,
pernameHTUpyoLwmne opraHms3aunto m
paboTy C NepcoHasbHbIMK AAHHbIMYU,
nJaaHbl MeponpuaTMin No obecneyeHuto
MHdOopMaLMOHHOM 6e30MacHOCTH
obyyarowmxcs n apyrue.

.J|HopmatusHoOe

perynnpoBaHue

Konuu
1JOKYMEHTOB B
cdopmaTe *PDF

MybnunkyoTCca akTyanbHble CBEAEHUS O
penepanbHbIX U PErmoHanbHbIX 3aKOHaX,
NMCbMax OpraHoB BNacTu n apyrue
HOPMaTUBHO-MNPABOBbIE AOKYMEHTbI,
pernameHTupyowue obecneyeHve
nHdopMaumMoHHoON 6e3onacHoOCTU
HecoBeplleHHoNneTHUX. [lonyckaercs
BMECTO KOMUI pasMeLlaTb rMnepCccbisikm
Ha COOTBETCTBYHOLWME AOKYMEHTbI Ha
canTax opraHoB rocyAapCTBEHHOM
BJ1ACTW.

[Meparornyeckmnm

paboTHMKaM

[TekcT Ha
CTpaHuue canTta
Konun
TOKYMEHTOB B
cdopmaTte *PDF

Pa3smeLlatoTcs meTogmyeckmne
pekoMeHAauun N yKasblBaeTcs
WHdOpMaLmsa 0 MeponpUATUAX, NpoeKTax
W nporpaMmax, HanpaBfeHHbIX Ha
noBblWeHne MHPOPMaLMOHHOW
rpPaMOTHOCTM Nefarornyeckmnx
paboOTHUKOB.

JO6yuatowmmcs

[TekcT Ha
CTpaHuue canTa

Pa3MellaeTcs nHdopMaunMoHHasa namMaTka
(npunoxeHne N 2) 1 ykasbliBaeTcs
nHdopMaumsa 0 MeponpuUsaTUAX, NpoeKTax
MW NporpaMmax, HanpasJ/ieHHbIX Ha
nosblweHne NHHopMaLuMOHHOWN
rPaMoTHOCTM obyyaroLwmxcs.

|PoanTensm (3akoHHbIM

npeacraBuTensMm)
0byyatomxcs

[TekcT Ha
CTpaHuue canTa

PasmMewaeTcsa MHpoOpMaUNOHHas NaMsaTkKa
(npunoxeHne N 3).

JdeTtckune 6e3onacHble

CanThbl

TeKCT Ha

CTpaHuLe canTa

Pa3MellaeTtca nHbopMauus o
PEKOMEHAYEMbIX K UCMOIb30BAHUIO B




yuebHOM npouecce 6e3onacHbIX canTax,
6aHHepbl 6e30nacHbIX AETCKUX CanToB.

OpraHaMm, ocylecTBNalWMM ynpasneHme B chepe obpasoBaHusl, peKOMeHAyeTCs
Ha CBOMX oduuMnanbHbix WHTepHeT-pecypcax obecneuntb @YHKUMOHUPOBaHUE
CaMOCTOATENbHOMO 7 crneunanmanpoBaHHOro pasaena "MIHdopMaunoHHas
6e3onacHoOCTb", B paMKax KOTOpPOro npeaycMoTpeTb pasMelleHne CreayrLlen
nHpopMaLumn:

MpunoxeHne N 1

NAMATKA
OIS OBYYAKOLUXCA O6 UHOOPMALIMOHHOW BE3ONACHOCTU AETEWN

HENb34

1. BceM nogpsa coobuwatb CBOK 4YacTHYH WHdopMauuio (HacToswmne wuMms,
dbammnumio, TenedoH, agpec, HoMep LWKObl, a Takxe doTorpadum CBoM, CBOEN CEMbU U
Apysen);

2. OTkpblBaTb BJIOXeHHble dalabl 31eKTPOHHOM MNOYTbl, KOrAa He 3Haelb
oTnpasuTens;

3. Tpybutb, nNpuaupaTtbCsl, OKa3biBaTb AaBneHue - BecTn cebsi HeBeX/MBO U
arpeccuBHO;

4. He pacnopsixainca geHbramm TBOoen ceMbu 6e3 paspelueHus CTaplmx - Bceraa
cnpawmBsan poantenen;

5. He BcTpeuanca ¢ NHTepHeET-3HAaKOMbIMM B peanbHOM XWU3HW - MOCOBETYMNCHA CO
B3pOC/bIM, KOTOPOMY AOoBepseLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yutaewb o cebe HenpaBay B NHTepHeTe - coobwm 06
3TOM CBOMM pOAUTENSM UNN OMNEKYHaM;

2. MpwvrnawatoT nepenucbiBaTbCs, WUrpatb, OOMeHMBATbLCA - MNpPOBEPb, HET n
noaBoxa;

3. He3akoHHOe konupoBaHue darnos B MHTEpHETE - BOPOBCTBO;

4. Bcerpa pacckasbiBail B3pOC/biM 0 Npobnemax B CETU - OHU BCerga nomoryT;

5. Ncnonb3yin HacTpomknm 6e30nacHOCTM U NPUBATHOCTMU, UYTOObLI HE NOTEPSTbL CBOU
AKKayHTbl B coLCeTaxX U ApYyrux noprtanax.

MOXHO
1. YBaxan Apyrux nonb3oBaTteneu;
2. Nonb3yewbcst MHTEPHET-UCTOYHMKOM - Aenai CCbIIKY Ha Hero;



3. OTKpbIBali TOJILKO T€ CCbUIKN, B KOTOPbIX YBEPEH;

4. O6waTtbCa 3a MOMOLWbI B3POC/AbIM - pPOAMTENN, OMEKYHbl U aAMMWHUCTPaLUS
CalToOB BCEeraa rnomoryT;

5. Mpohan obyyeHme Ha cante "CeteBMUyOK" M nonayym nacnopTt uUMdppoBOro
rpaxgaHunHa!

MpunoxeHne N 2

NMHO®OPMALIMOHHAA NAMATKA
AN ObYYHAKOLWNXCA ANA PASMELLEHUNA
HA O®ONLUUAJNIbHbIX MHTEPHET-PECYPCAX

C KaxabIM roaoM MONIOAEXWN B MHTEPHETE CTAHOBUTLCS 60MblUe, @ WWKOJIbHUKW OAHU
M3 CcaMblX aKTUBHbIX Mosb3oBaTtenenm PyHeTa. Mexay TeM, MOMMMO OFPOMHOrO
KONIMYeCcTBa BO3MOXHOCTEN, UHTEPHET HeceT 1 NpobnemMbl. DTa NamMsTKa AO/IHKHA NOMOYb
Tebe 6e30MacHO HaXoaAUTbLCS B CETMW.

KomnbroTepHble BUPYCbI

KoMnblOTEPHbIN  BUMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MpPOrpamm,
OT/INYNTENIbHOM OCOBEHHOCTbIO KOTOPOW SIBASETCHA CMOCOBHOCTb K pa3MHOXeHuto. B
AOMOSIHEHNE K 3TOMY, BUPYCbl MOTYyT MOBPEeAUTb UM MOMHOCTbIO YHUUTOXUTb BCE pannbl
W AaHHble, MOAKOHTPOJIbHbIE MOSb30BaATEND, OT MMEHM KOTOporo 6biia 3anyuleHa
3apaXKeHHas nporpaMMa, a TakXe NOBpPeAuTb WU AaXe YHUUTOXUTb OnepauuoOHHYHO
cucTtemy co BcemMun dannamm B uUenoM. B 60nbLIMHCTBE C/yyaeB pacrnpoCTPaHSATCS
BUPYCbl Yepe3 UHTEPHET.

MeToAbl 3alWnTbl OT BPeAOHOCHbIX MpOorpamm:

1. Wcnonb3y COBpPEMEHHbIE OMepaunOHHbIE CUCTEMbI, MMEKLWNe Cepbe3HbIn
YPOBEHb 3alnTbl OT BPEAOHOCHbIX NPOrpammM;

2. NMoCTOsAHHO ycTaHaBnmBalk nadtn (UMdpoBbie 3anaaTky, KOTOpble aBTOMaTUYECKM
yCTaHaBNIMBaAlOTCS C Uenbo AopaboTkM nporpaMmbl) M apyrme O6HOBNEHUSI CBOEW
onepaumoHHOM cuctembl. CkaumBanh UX TONbKO C oduuUManbHOro camTta paspaboTumka
OC. Ecnun cywecTByeT pexuM aBToMaTM4YecKoro o6HOBNEHUS, BK/OUM €ro;

3. Pabotain Ha cBOeM KOMMbKTEpPe nNOA4 nMpaBaMu MNOAb30OBaTeNs, a He
aAMWHUCTpaTopa. DTO He nNO3BOAUT  OGONbLWMHCTBY  BPEAOHOCHbIX  MpOrpamm
MHCTanInMpoBaTbCA Ha TBOEM NepCcoHaslbHOM KOMMbIOTEPE;

4. Ncnonb3yn AHTMBUPYCHbIE nporpamMmMmHble NpoAYKTbI N3BECTHbIX
npovsBoauTenen, ¢ aBToMmaTtnyeckmm obHosneHnem 6as;

5. OrpaHunyb duU3nyecknii 4OCTyn K KOMMbIOTEPY ANS NOCTOPOHHUX NNL;



6. Ncnonb3yn BHeWHMEe HOCUTENU WMHPOpMauuK, Takue Kak drewka, AUCK Unu
daiin n3 nHTepHeTa, TOJIbKO U3 NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTKpbiBal KOMNbIOTEPHbIE (hainbl, NOSyYEHHbIE U3 HEHAAEXHbIX MCTOYHUKOB.
Jaxe Te dannbl, KOTOpblIE NpUcNan TBOW 3HAKOMbIN. Jlydlle yTOUYHU Yy HEro, oTnpasnsin
1 OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA nepepaynm AaHHbIX, He TEXHONOrus, a Bcero nuwb 6peHp,
mMapka. Ewe B 1991 roay HuaepnaHackas KoMnaHus 3apermctpmpoBana 6peHg "WECA",
yTo o603Havano cnosoco4veTaHue "Wireless Fidelity", KoTOpbIM nepeBOAUTCA Kak
"6becnpoBoaHas TOYHOCTbL".

0o Hawero BpeMeHun powna gpyras abbpesuaTtypa, KOTOpas SBASETCA Takon xXe
TexHonormen. 310 abbpesuatypa "Wi-Fi". Takoe Ha3BaHue 6bL10 AaHO C HAMEKOM Ha
CTaHAApT BbICWEN 3BYKOBOWM TexHuMKkW Hi-Fi, 4To B nepeBoge o0O3HayaeT "BblCOKasd
TOYHOCTB".

[a, 6ecnnaTHbIn WHTEpHeT-AOCTYN B Kade, oTensx W alsponoptax sBAseTcs
OT/IMYHON BO3MOXHOCTbIO BbIXO0AA B WHTEepHET. HO MHOrme 3sKCnepTbl CYMUTAKOT, 4TO
obwepoctynHble Wi-Fi ceTn He aBnsoTcsa 6e30nacHbIMU.

CoBeTbl N0 6e3onacHoCcTK paboThbl B 06LLef0CTYNHbIX ceTax Wi-fi:

1. He nepenaBail cBOO NMUHYO MHMOpMauno dyeped obueanoctynHble Wi-Fi ceTu.
PaboTas B HUX, XenaTenbHO He BBOAMUTb NAposnN AOCTYyna, NOrMHbl U Kakne-To HoMepa;

2. Ncnonb3yn n o6bHOBNSIN aHTUBUPYCHblIEe Nporpammbl u 6paHamayep. TeM caMbiM
Tbl 06e3onacuwb cebsa OT 3aKayuku BUpyCa Ha TBOe YCTPOMCTBO;

3. Mpn ncnonb3oBaHum Wi-Fi oTkaoum dyHkumnto "O6wmin goctyn K dannam u
npuHTepam". [JaHHas QYyHKUMA 3aKpbiTa MO YMOMYaHUIO, OAHAKO HeKoTopble
Nosb30BaTeNu akKTUBUPYIOT ee Ang yaobcTea ncnonb3oBaHus B pabote unn yyebe;

4. He ncnonb3yin nybnnynbin WI-FI ana nepegaym NUUHbIX AaHHbIX, HanpuMmep Ans
BbIX04A B COLMANbHbIE CETU UM B INEKTPOHHYIO MOYTY;

5. Ncnonb3yin TONbKO 3alUMLLEHHOE coeanHeHmne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-aapeca BBoan UMeHHO "https://";

6. B m™MobunbHoM TenedoHe oTkNOUM dYyHKUMO "TMoaknwodveHne K Wi-Fi
aBToOMaTmyeckn". He gonyckar aBTOMaTM4YeCcKoro NoAK/ItYEeHUa yCcTporcTea K cetam Wi-
Fi 6e3 TBOEIrO cornacus.

CoumanbHble ceTn

CoumanbHble CETU aKTMBHO BXOAAT B HalWy XW3Hb, MHOrne nwan paboTaloT wu
XMBYT TaM MOCTOsIHHO, a B Facebook yxe 3aperncrtpvpoBaH Muanuvapa 4enoBek, 4To
ABNSIETCS OAHOM CeabMOl BCEX XUTenen nnaHeTbl. MHOrMe nosb3oBaTenM He NMOHUMALoT,
YTO WMHdOpMauMsa, pasMelleHHas UMM B COUMaNbHbIX CETSX, MOXET 6biTb HaWaeHa W
MCNoJsib30BaHa KEM yroAgHo, B TOM uuciie He 06a3aTenbHO ¢ 61arMMm HaMepeHUsaMu.

OCHOBHble COBETbI N0 6€30MacHOCTM B COLManbHbIX CETSAX:



1. OrpaHuyb cnucok apysen. Y T1eba B Apy3bsiX He AO/MKHO ObiTb Cly4damHbIX U
HE3HaKOMbIX NIOAEN;

2. 3awmwan CBOK YacCTHYK XW3Hb. He ykasbiBalhi naponu, TtenedoHbl, agpeca,
AaTy TBOEro pOXAEHUA W APYryl JIMYHYIO MHMOPMauWUIo. 3N0YMbIWIEHHUKN MOryT
ncnonb3oBaTb Aaxe WHdoOpMauMio O TOM, KakK Tbl M TBOM POAUTENWN NNaHUpPYyeTe
NPOBECTU KaHWUKYIbI;

3. 3awmwan CBOK penyTaumio - OEpPXW ee B UYUCTOTeE M 3adaBan cebe Bonpoc:
xoten 6bl Tbl, 4TO6bI Apyrne nonb3oBaTenn BUAENW, 4YTO Tbl 3arpyxaewb? Moaymam,
npexae 4eMm 4YTo-To onybankoBaTb, HaNMCaTb U 3arpy3unTb;

4. Ecnn Tbl roBOopuvlb C JIIOAbMW, KOTOPbIX HEe 3Haelb, HE WCMoSb3yih CBOE
peanbHOEe UMSA U APYTYHO INYHYIO MHPOPMaLMN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1
npouyee;

5. W3beran pasmeweHns dotorpacduii B WNHTepHeTe, raoe Tbl m3ob6paxeH Ha
MEeCTHOCTM, NO KOTOPOM MOXHO OMNMpeaennTb TBOE MeCTOMNONI0XKEHNE;

6. Mpu perncrpaumm B cCouUMaNbHOM CETM HeobXx0AMMO WMCMONb30BaTb CNOXHble
naponau, cocrosiwme ns 6yks n umdp M C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ona couuanbHOM CeTu, Mo4YTbl U APYrMx CanmToB Heob6XoAMMO MCrMosb30BaTb
pa3Hble naponu. Toraa ecnu Tebsi B3/10MalOT, TO 3/I0YMbIWIEHHUKN MNOSy4YaT AOCTYM
TONIbKO K OA4HOMY MECTY, a He BO BCe Cpas3y.

ONEeKTPOHHbIe AeHbIN

DNEKTPOHHbIE AEHbLIM - 3TO O4YeHb yAObOHbI CNoCcob nnaTexen, oAHaKO CyLLeCTBYOT
MOLIEHHWKWN, KOTOPbIE XOTAT NONYYUTb 3TN AEHbIU.

DNeKTPOHHblE AeHbrM MOSBUIUCL COBCEM HeaaBHO WM MMEHHO W3-3a 3TOro BO
MHOIMMX rocyAapcreax A0 CUX MOP He NPOMUCAHO NPO HUX B 3aKOHAaX.

B Poccum e OHM (DYHKUMOHMPYIOT M O HUX YXXe MpOMNMCaHO B 3aKOHe, rae ux
pa3fensitoT Ha HEeCKONbKO BMAOB - @aHOHMMHbIE U HEe aHOHWMHble. PasHuua B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOpbIX pa3pellaeTtcs npoBoAUTb onepauun 6es
naeHTUdUKaunm nonb3oBatens, a B HEAHOHMMHbIX uAeHTUdMKauMsa nonb3oBaTens
aBnsieTca ob6a3aTenbHOMN.

Takxe  cnegyetr  pasfiMyaTb  S/1EKTPOHHble  duaTHble  AeHbrn  (paBHbI
rocyfapCTBEeHHbIM  BankTaM) U 3NEKTPOHHble HeduaTHble AeHbrn (He paBHbI
rocyaapCTBEHHbIM BantoTaM).

OcHoBHble coBeTbl Mo 6e3onacHOM paboTe C INEeKTPOHHbIMU AeHbraMmu:

1. MpuBsXKn K c4yeTy MObUIbHLIN TenedoH. DTo caMbli YAO6HbIM N 6bICTPbIN cNocob
BOCCTA@HOBMUTb AOCTYN K c4yeTy. [puBs3aHHbIM TenedoH NOMOXET, ecnn 3abyaewb CBOWM
naaTexXHblh Naposb UK 3angellb Ha CalT C HE3HAKOMOro YCTPOMCTBA;

2. Ucnonb3yin ogHopa3oBble Nnaponu. Nocne nepexoga Ha yCUEHHYO aBTOpU3aunto
Tebe yxxe He ByaeT yrpoxaTb ONACHOCTb KpaXku UK rnepexsaTta NaaTeXHoro napons;

3. Bblbepn cnoxHblin naponb. MNpectynHukam 6yaer He MpoCTO yradaTb C/OXHbIN
naponb. HagexHbie nmaponu - 3TO Naposiv, KOTOpble CoAepXaT He MeHee 8 3HaKoB WU
BKJIIOYAIOT B Cebs CTpOYHblEe M NPONUCHbIe 6yKBbI, LNPbl U HECKOIbKO CUMBOJIOB, Takue
KaK 3HaK gonnapa, pyHTa, BOCKAMLUATENbHbIA 3HaK U T.N. Hanpumep, $tRONng!;;



4. He BBOAM CBOWU JINYHbIE laHHbIE HA CalTax, KOTOPbIM He [I0BEPSELlb.

AneKTpoHHasA noyTta

DNeKTpoHHas Mno4yTa - 3TO TEXHONOorMs W npeaocTaBnseMble e ycnyrm no
nepecbiike M MNOMYYEHUID 3/IEKTPOHHbIX COO6LWEeHMn, KOTOpble pacnpenenstoTcs B
KOMMNbOTEPHOMN CeTU. OB6bIYHO 3MEKTPOHHbLIA MOYTOBbLIM SAWWK BbIFISAUT CNeayoWwnM
obpasoM: uMs_nonb3oBaTena@uMsa_aoMeHa. TakxXe KpoMme nepeaadu npocTtoro TekcTa,
MMeeTCcs BO3MOXHOCTb nepenaBaTb dalinbi.

OcHOBHbIe COBEThLI Mo 6e30nacHoi paboTe C 3/1eKTPOHHOM NOYTON:

1. Hago BbibpaTb NpaBubHbIA MOYTOBbLIM CepBUC. B MHTepHeTe eCcTb OrpOMHbIN
BbI6op H6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Nyylle A0OBEpPATb TeM, KOro 3Haelwb W
KTO NMepBbIN B PENTUHIE;

2. He ykasbiBall B NMYHOM NouTe nUYHYO wuHboOpMauuto. Hanpumep, nydwe
BblbpaTb "My3blKanbHbIN_(daHaT@" nnu "pok2013" smecTo "Temal3";

3. WNcnonb3yn ABYX3TanHyw asToOpuM3auuio. ITO Korga MNOMWMMO MNApOons HYXHO
BBOAWUTb KOA, MpUCbISIaeMbln no SMS;

4. Bbibepun CNOXHbIN nMaponb. [ANs Kaxaoro No4YToBOro silunMka AosKeH 6biTb CBOW
HaAEeXHbI, YCTOMYNBBLIA K B3/IOMY Naposb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTtb CaMOMY CBOW JIMYHbIA BONPOC, NCMOMb3YyN 3Ty
BO3MOXHOCTb;

6. Ncnonb3yn HECKONbKO MOYTOBbLIX SAWMKOB. [epBbii AN 4aCTHOM MNepennuckn C
aZgpecaTtaMmn, KOTOpPbIM Tbl AOBepsiellb. DTO 3NEKTPOHHbIN aapec He Haa0 MCNOsb30BaThb
npu perncrtpaunm Ha opyMax n camtax;

7. He oTkpbiBan dannibl n agpyrue BAOXeEHUs B NMUCbMax, AaXKe eCN OHU NPULIIN OT
TBOUX ApYy3eWn. Jlyule yTOYHN Y HUX, OTNpPaBasanun nm oHn tebe aTu dannsl;

8. Mocne okoH4YaHWa paboTbl Ha NMOYTOBOM CepBUCE Mepes 3aKpbITUEM BKIAAKU C
CalToM He 3abyab HaxaTb Ha "BbInTn".

Kn6epObynnuHr nnu BupTtyanbHoe nsaeBaTenibCTBO

KnbepbynnuHr - npecnepoBaHune coobuieHnsMK, cogepxawmmm ockopbneHus,
arpeccuo, 3anyrmBaHue; XyJMraHcTBO; coumanbHoe 60MKOTUpOBaHME C MOMOLLbHO
Pa3/INYHbIX MHTEPHET-CEPBMUCOB.

OcHoBHbIe coBeTbl Mo 6opbbe ¢ KNbepbyNNNHIOM:

1. He 6pocaiica B 60oi. Jlyuywmin cnocob: nocoBeToBaTbCA Kak cebs BeCcTn U, ecnu
HEeT TOro, K KOMY MOXHO 06paTuTbCsi, TO BHayane YyCrnokouTbcs. Ecnn Tbl HauHelwb
oTBe4YaTb OCKOpO/eHMAMM Ha OCKopbneHus, TO TO/AbKO euwe 60nblue pas3oXXellb
KOHMNUKT;

2. YnpaBnsn ceoen knbeppenyTtaunen;

3. AHOHUMHOCTb B CeTU MHuMas. CywecTBylT cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He CTOUT BECTU XynuraHckmin obpas BUpTyasibHOM XU3HWU. NHTepHET dukcupyeTt
BCE TBOW AENCTBUS MU COXPAHSAET UX. YaanuTb ux byaet KpanHe 3aTpyaHUTENBHO;



5. Cobntopai cBOK BUPTYaslbHYIO YeCTb CMOJIOAY;

6. NrHopupyn eanHuuHbln HeratmB. OaHOpas30Bble OCKOpbuTenbHble coobLieHUs
nydwe nrHopuposaTb. O6bIYHO arpeccusa npekpalwlaeTcs Ha HadanbHOM CTaaum;

7. ban arpeccopa. B nporpamMmax obMeHa MrHOBEHHbIMW COOOLWEHNSAMU, B
couMmanbHbIX CeTaX €eCTb BO3MOXHOCTb O/0KMPOBKW  OTMApPaBKM  COOBLLEHUr C
onpeaeneHHbIX aapecos;

8. Ecnu Tl cBugetenb kubepbynnuHra. TBOM AENCTBUA: BbICTYNUTb MPOTUB
npecnenoBaTenis, nMokasaTb €My, 4TO €ero JAeNCTBUS OLEHUBAKTCA HEraTuMBHO,
noAaAep>XaTb XepPTBY, KOTOPOMN HYXHa NCUXOA0rM4yeckast momMollb, cOObWmMTb B3POC/bIM O
c¢dhakTe arpeccmMBHOro NoBeaEeHUS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl M nNnaHweTbl cogepxaT B cebe BMoOAHE B3pOCNbIA
dyHKUMOHaAN, N Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHApPHbIMM KOMMNbIOTEPAMM.
OaHako, cpencTs 3awuThl 418 Nog06HbIX YCTPONCTB NOKa OYeHb Maso. TecTupoBaHue 1
NMOUCK YSI3BUMOCTEN B HUX MPOUCXOAMT HE TaK MHTEHCMBHO, Kak ans MK, To xe camoe
KacaeTcst 1 MOBMNbHbBIX NPUNOXEHNIA.

CoBpeMeHHble MO6UnbHbie 6pay3epbl YyXe MNpaKTUYeCcKM n[OrHaAn HacCTOoJMbHbIE
aHanoru, ogHako pacwupeHue dyHKLUMOHaNa BAeYyeT 3a coboM 60bLUY0 CIOXHOCTb U
MEHbLUYI0 3aLMLLEHHOCTD.

[Janeko He BCe MNpouM3BOAUTENM BbIMyCcKalT O0OHOBNEHMSs, 3aKpbiBatlowwmne
KpUTUYECKme ys3BUMOCTU ANs CBOUX YCTPOMCTB.

OcHOBHbIe coBeThl Ans 6e3onacHOCTN MobunbHoro tTenedoHa:

Huuyero He aBnseTca no-HactosweMy 6ecnnaTHbIM. Byab OCTOpPOXeH, BeAb Koraa
Tebe npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOryT ObiTb CKPbITbl KaKMe-TO MNaTHbIE
ycnyru;

Oymaini, npexae 4yem oTnpaButb SMS, GoTo MM BUAEO. Thbl TOYHO 3HAELWb, FAe OHU
6yayT B KOHEYHOM mutore?

HeobxoaMMo 06HOBMATL ONEpaLMOHHYI0 CUCTEMY TBOEro CMapTdOoHa;

Ncnonb3yn aHTMBUPYCHbIE NporpaMmbl AN MO6ubHbIX TenedoHOoB;

He 3arpyxan npunoXeHUss OT HEU3BECTHOro WCTOYHMKA, BeAb OHW MOryT
coaepxaTb BpeaoOHOCHOe nporpaMMHoe obecnedeHune;

lMocne TOro Kak Tbl BblNAEWb C CalTa, rAe BBOAMN NNYHYO MHMDOpMauUuo, 3ainam B
HacTpolkn 6pay3epa n yaanu cookies;

Mepunoanyeckn npoBepsiri, Kakue nnaTHble YCAyrn akKTUBUMPOBaHbl Ha TBOEM
HOMepe;

[aBan cBo HOMep MO6UNbHOro TenedoHa TONbKO IIOASM, KOTOPbIX Tbl 3Haelb U
KOMYy AoBepsielb;

Bluetooth gomxeH 6bITb BbIKAOYEH, KOrga Tbl UM He nonb3yewbcsd. He 3abbiBan
MHOrAa NpoBepsThb 3TO.

Online urpsbl



CoBpeMeHHble OHMAMH-Urpbl - 3TO KpacCO4Hble, 3axBaTbiBalOlWMe pas3BfieyeHus,
0b6beaMHALWNE COTHU ThICAY YenoBeK No BceMy Mupy. Urpokun nccneayroT AaHHbIA UM
MWp, o6LWAlTCa ApYyr C APYroM, BbIMOHAKOT 3aAaHus, CpaxatTcs C MOHCTpaMn W
Nosy4yatoT OnbIT. 3a YAOBOALCTBME OHWM MAATAT: MOKYyMnakwT AUCK, OnJayvMBaloT
aboHeMeHT nnun npnobpeTatoT Kakme-To onuum.

Bce 5TK cpeacTBa uMAyT Ha nopAepXXaHue W pasBUTUE UMPbl, @ TakXe Ha camy
6e30MacHOCTb: COBEpPLUEHCTBYIOTCA CUCTEMbI aBTOPU3aLUMK, BbIMYCKAKOTCA HOBble MaTuyu
(umndposble 3anaaTky ANa NporpamMM), 3aKpbiBalOTCA YA3BMMOCTU CEPBEPOB.

B nomobHbIX urpax CTOMT onacaTbCs He CTONIbKO CBOWMX COMEPHMKOB, CKOJIbKO
Kpaxv TBOEro naposs, Ha KOTOPOM OCHOBaHa cucTemMa aBTopusaunm 60/bLLIMHCTBA UTp.

OCHOBHble coBeTbl N0 6€30NacHOCTN TBOEro UIPOBOIr0 aKKayHTa:

1. Ecnn ppyron uvrpok BepeT cebsa nnoxo unu cosgaetr Tebe HenpuATHOCTH,
3ab610KMpY ero B CNMCKE UFPOKOB;

2. NMoxanymnca aaAMUHUCTpaATopaM WUrpbl Ha Mao0xX0e MnoBefeHne 3TOro WUrpoka,
KenaTtesnbHO NPUNOXUTbL Kakmne-To AoKa3aTeNbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4uHyto MHpopMaumio B npodanne urpbl;

4. YBaxan Apyrmx y4acTHMKOB NO Urpe;

5. He yctaHaBnuean HeoduumanbHble NaT4ym U MOAbI;

6. cnonb3yn cnoXHble 1 pasHble Naponu;

7. daxe BO BpPeEMS Urpbl He CTOUT OTKJIKOYaTb aHTUBMPYC. oka Tbl Urpaewb, TBOM
KOMMNbKOTEP MOryT 3apasuThb.

DULLMHT Unm KpaXxa NMNYHbIX OaHHbIX

OO6bl4YHOM Kpaxen pgeHer u AOKYMEHTOB CErofHs y>Xe HMKOro He yaAuMBMLUb, HO C
Pa3BUTUEM WHTEPHET-TEXHONOIMN 3N0YMbIWNEHHUKN MNEPEMECTUNINCE B UHTEPHET, WU
NpoAOo/IKAT 3aHMMaTbCs "NtobuMbIM" aenom.

Tak nosiBunacb HoBas yrposa: WHTEepPHEeT-MOLWEHHMYeCTBa WKW (ULIWHE, rnaBHas
Luesb KOTOPOro COCTOUT B MOAYYEHUM KOHPUAEHUMaNbHbIX AAHHbIX MNONb30oBaTenemn -
JNIOrMHOB M naponen. Ha aHrnuMnckom asbike phishing untaetcsa kak ouwuHr (ot fishing -
pbibHasa nosns, password - Naponb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULNHIOM:

1. Cnean 3a CBOMM akKkKayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa 6bina
B3/lOMaHa, TO HeobxoanMo 3abnoknpoBaTb ee U COObWUTb aAMUHUCTpATOpaM pecypca
06 3TOM KaK MOXHO CKOpee;

2. Wcnonb3yih 6e3onacHble Beb6-CalTbl, B TOM 4KUCNE, WHTEPHET-MarasMHoOB WU
NMOMCKOBbIX CUCTEM;

3. Ncnonb3yin cnoxHble n pasHble naponu. Takum obpa3om, ecnn Tebs B3nomator,
TO 3/10YMbILWNEHHUKN NONyYaT AOCTYN TONbKO K OAHOMY TBOEMY MpOduU/o B CETU, @ He
KO BCeM;

4. Ecnn Tebsa B3nomanu, To HeobxoAMMO nNpeaynpeamTb BCEX CBOUX 3HAKOMBbIX,
KoTopble aobaBneHbl y Tebs B Apy3bsX, O TOM, 4yTOo Tebs B3nOMann U, BO3MOXHO, OT
TBOEro MMeHu 6yaeTt paccbiiatbCA CNaM U CCbIIKU Ha PULLNMHIOBbIE CanTbl;

5. YcTraHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;



6. OTKNIO4YN coxpaHeHne napons B bpaysepe;
7. He oTkpbiBali daiinbl U gpyrve BAOXEHMSA B NMUCbMax, AaXKe eC/in OHWM NPULLAN OT
TBOMX Apy3eM. Jlyylwe yTOUHU Y HUX, OTNpaBAsan in oHn Tebe aTn dannebl.

LUundposas penytauus

Undposasa penyTtaumsa - 3TO HeraTMBHas WM MO3UTUBHAA MHQOpMaUMa B CETU O
Tebe. KomnpoMmeTupyowas nHpopmauns, pasMelleHHas B UHTEPHETE, MOXET CEPbe3HbIM
obpa3omM OTpa3nTbCA Ha TBOEW peasibHOM XU3HU. "LndpoBas penytauusa" - 3T0 TBOM
UMKUOXK, KOTOpbIn dopMupyetca n3 nHdbopmaunm o Tebe B UHTEPHETE.

TBOE MECTO XUTenbCTBa, Yy4yebbl, TBOe (UHAHCOBOE TMONOXEHNE, OCOHBEHHOCTHU
XapakTepa u pacckasbl 0 61M3KNX - BCE 3TO HaKanJMBaeTCcs B CETU.

MHOrnme NoApPOCTKN NerkoMbIC/IEHHO OTHOCATCA K ny6nmkaumm nnM4Hom nHgpopmaunm
B MHTepHeTe, He NMOHMMas BO3MOXHbIX MOCNeacTBUN. Tbl AaXKe He CMOXellb A0raaaTbCs
0 ToM, 4To doTorpadus, pa3MelleHHas 5 neT Hasad, CTana NPUYMHON OTKa3a NPUHATL
Tebs Ha paboTy.

KoMMeHTapuu, pasMelleHne TBoux doTorpaduii U apyrme AeNCTBUS MOryT He
MCYE3HYTb Aaxe Mnocse Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaeWb, KTO COXPaHWi 3Ty
nHdopMaumo, nonasaa /i OHa B MOMCKOBbIE CUCTEMbI U COXPaHWIAChb JIN OHA, @ MaBHOE:
4yTO noayMmalT O Tebe OKpyxawwume NOAN, KOTOpble HAWAYT U yBMAAT 3T0. Hantu
WHMOPpMaLMIO MHOIO fIeT CNyCTSd CMOXET fobon - Kak u3 Aobpbix NobyxaeHun, Tak u ¢
HaMepeHMeM MPUYNHUTL Bpea. DTO MOXeT 6biTb KTO YroAHO.

OCHOBHble COBEThI MO 3awmTe UMdpPoBON penyTaunmn:

1. MoaymMan, npexae yeM yto-TO NybnmkoBaTb M nepenasaTb y ceba B 6nore vnun B
couunanbHOM ceTu;

2. B HacTpoikax npodunsa ycTaHOBM OrpaHUYeHUs Ha NPOCMOTP TBOEro npodunsa u
€ro coaep>XXMmMoro, caenan ero Tonbko "ans gpysen";

3. He pa3mewain n He ykasbiBah MHDOPMaAUWUIO, KOTOpass MOXET Koro-nmbo
ockopbnatb unn obuxatb.

ABTOpCKOE npaBso

CoBpeMeHHble LWKOAbHUKK - aKTMBHbIE Mosb30BaTeNN LMEPPOBOro MpPOCTPaHCTBA.
OaHako Aaneko He BCe 3HatloT, YTO MOSIb30BaHME MHOMMMWU BO3MOXHOCTAMU LNEDPOBOro
Mupa TpebyeT cobniogeHns npaB Ha MHTeENNIeKTYaslbHY0 COBCTBEHHOCTD.

TepMUH "MHTEennekTyanbHass COBCTBEHHOCTb" OTHOCUTCS K pas/iInYHbIM TBOPEHUAM
yenoBeYeCKoOro Yyma, HaumMHass C HOBbIX W306peTeHMn M 3HakoB, 0603HauvarLWwmnx
COOBCTBEHHOCTL Ha MPOAYKTbl W YCNyrM, W 3aKaHuuMBas KHWUramm, doTtorpadusamu,
KMHOMWUIBbMaMN N My3blKalbHbIMU NPON3BEAEHUSIMMU.

ABTOpCKME TMpaBa - 3TO MNpaBa Ha WHTE/JIEKTYallbHY0O COBCTBEHHOCTb Ha
npom3BedeHnss HayKu, nuTepaTtypbl M WUCKYCCTBa. ABTOPCKME nMpaBa BbICTynakT B
KauecTBe rapaHTUM TOro, 4YTO MHTeNJIeKTyasllbHbIN/TBOpYECKNiA Tpya aBTopa He 6yaet
HanpacHbIM, A4AacT eMy CripaBeasiMBble BO3MOXHOCTM 3apaboTaTb Ha pe3yfibTaTax CBOero
TpyAa, NosyuYnuTb M3BECTHOCTb M Npu3HaHue. HnkTo 6e3 pa3pelleHns aBTopa He MOXeT



BOCNpPOU3BOANTL €ro npom3BedeHne, pacnpoCcTpaHAaATb, My6NMUYHO AEMOHCTPUPOBATD,
npoaaBaTb, MMMOPTUPOBATD, nyckaTtb B npokar, ny6nyHoO NCMNOMHSATD,
NOKa3sblBaTb/UCNONHATL B 3dMpe nnum pasmelwlatb B MHTepHeTe.

Mcnonb3oBaHme "mmpaTtckoro" nporpaMMHOro obecneyeHUss MOXET TMPUBECTU K
MHOIMM puUCKaM: OT NOTEPWU JAaHHbIX K TBOMM aKKayHTaM A0 6510KMpPOBKW TBOEro
YCTPOWCTBA, rAe YCTaHOBNEHA HenerasbHasa nporpamMmma. He ctout Takxe 3abbiBaTb, 4TO
CYLLECTBYIOT fierajnbHble n 6ecnniaTtHble NporpaMMbl, KOTOPbIE MOXHO HaWTU B CETW.

O noprane

CeteBnyoK.pd - TBOWM rNaBHbIN COBETUYMK B CETU. 34eCb Tbl MOXeElWb Y3HaTb O
6e30nMacHOCTM B CETU TMOHATHbIM W  AOCTYMHbIM $A3bIKOM, @ MNpWU BO3HUKHOBEHWUMU
KPUTUYECKOW CUTyaunm obpaTuUTbCS 3a COBETOM. A TaKXe MPUHATb y4yacTue B KOHKypcax
N CTaTb CaMbIM LN POBLIM FpaXKagaHMHOM!

MpunoxerHne N 3
NAMSATKA AN POAUTENEA OB UHOOPMALIMOHHOW BE3OMACHOCTU AETEN

OnpegeneHne TepMuHa "MHPOpMaunoHHas 6e3onacHOCTb AeTen" coaepXWUTcs B
®epepanbHoM 3akoHe N 436-03 "O 3awmte geten oT MHPOPMaAUNM, NPUUMHSIOWEN Bpea
NX 300POBbLI0 N Pa3BUTUIO", perynnpyowmM OTHOLEHUS, CBA3aHHbIe C 3alMTON AeTeln oT
nHdopMaumn, NpUUMHSAIOLWEN Bpea UX 340pOBbio U (Mnun) passutuio. CornacHo gaHHOMY
3aKOHY "MHdopMaumoHHas 6e3onacHOCTb AeTen" - 3TO COCTOSHWE 3alUMLLEHHOCTU, NpuU
KOTOPOM OTCYTCTBYET PMWCK, CBSA3a@HHbIA C MPUYMHEHMEM MUHGOpMauMeln Bpeaa uX
300poBbl0 M (MAKN)  PU3NYECKOMY, MNCUXUYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY
pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 uHdopMauunen, nNpuUMHsaOWeEn Bpea
300pOBbIO U (MNN) pa3BUTUIO AETEN, ABNSETCS:

1. HdopMaums, 3anpeweHHasn ans pacnpocTpaHeHus cpeau AeTen;

2. wHdopMaums, pacnpocTpaHEHWe KOTOpPOW OrpaHuM4YeHo cpeaun  aeTen
onpeaenieHHbIX BO3PacTHbIX KaTeropui.

3. K uHdopMaumu, 3anpeLlieHHon ana pacnpocTpaHeHus cpean AeTen, OTHOCUTCS:

4. nHdbopmauus, nobyxgaowas AeTen K COBEPLUEHNIO AEACTBUIA, NPeaCTaBASOWMNX
Yrpo3y MuX XWU3HU U (MNKM) 340pOBbO, B T.4. MPUYMHEHWUIO Bpeaa CBOEMY 340pOBbIO,
camoybumncray;

5. cnocobHOCTb BbI3BATb Y AETEN XenaHue ynoTpebutb HapKOTUYEeCKMe CpeacTsa,
NCUXOTPONHbIE N (UIN) oaypMaHMBaloLWMe BelecTBa, TabayHble N3nennsa, ankoronbHy
N cnMpToCcoAepXKallyto NpoayKUMIO, MMBO M HaNUTKW, U3roTaB/IMBAaEMbIe HA €ro OCHOBE;



NPUHATb Y4YacTue B a3apTHbIX UIFpax, 3aHMMaTbCSA NPOCTUTYUMNEN, BPOASIKHNYECTBOM MU
nonpoLanHN4YecTBOM;

6. obocHoBbIBalLWas wnM onpasabiBaowas AONYCTUMOCTb Hacuauna wn  (unum)
XectokoctTn nnbo nobyxpawowass OCyWecTBAATb HACWAbCTBEHHble AeWCTBMS Mo
OTHOLLEHMIO K II0AAM M XKUBOTHbIM;

7. oTpuuatoLwas ceMerHble LEHHOCTN U opMUpyoWas HeyBaXXeHne K poanTensMm um
(vnn) apyrmm 4yneHam cembM;

8. onpasapbiBaloLwas NpoTMBONpaBHOe NoBeAEeHNE;

9. coaepxawaa HeueH3ypHYto 6paHb;

10. coaepxalwas nHdopmMaumto NopHorpaduyeckoro xapakrepa.

K  wnHdopmauun, pacnpoCTpaHeHWE KOTOPOW OrpaHM4YeHO cpeau  AeTen
onpenesieHHOro Bo3pacra, OTHOCUTCS:

1. wHdopmaums, npeancraesnsiemass B BuAe M306paKeHMs WM ONUCaHUSA
XKECTOKOCTU, PU3NYECKOro n (MNm) NCUXMYECKOro HaCUNUSA, MPecTynaeHUs UM UHOro
aHTNOOLLEeCTBEHHOrO AENCTBUS;

2. Bbi3blBaloLWana y AeTen CTpax, yXac Win naHuKy, B T.4. NpeacTaBnsemas B Buae
n3obpaxxeHna wunNM OonucaHuss B YHWMXKAKOLWEN 4YesioBeyeckoe [AOCTOMHCTBO dopMme
HEeHaCuIbCTBEHHOW cMepTun, 3aboneBaHuns, camoybuincrea, HeC4acCTHOro cny4asl, aBapum
WIKn Katactpodbl 1 (MAK) UX NOCNEACTBUI;

3. npeacraensieMas B Buae u306pa)keHMs MM ONuUCaHUs MOJIOBbIX OTHOLUEHWMN
MeXAY MY>XUYMHOM N XKEHLLUHON;

4. copepxawan 6paHHble CNoBa W BblpaXeHusl, He OTHOCALWMECS K HeLeH3ypHOM
6paHu.

C yuetoMm 3TOro Bam npeanaraiotca npasuna pabotel B ceTm WHTepHeT Ans
pPa3/INyHbIX BO3pPaCTHbIX KaTeropui, cobnoaeHne KOTOpbIX MO3BOAUT obecneynTb
MHMOpPMaLMOHHYO 6e30MacHOCTb BawmnX AETEN.

O6wme npaBuna gna poagutenen

1. HesaBucuMO OT BO3pacTa pebeHka MCMonb3yKnTe nporpammHoe obecneyeHue,
nomoratouwiee @uNbLTPOBaTb WM KOHTPONMPOBATb MHGOPMaUMUIO, HO He nonaramTecb
MNOSTHOCTbIO Ha Hero. Bawe BHUMaHWe K pebeHKy - rnaBHbIA METOA 3alUnThI.

2. Ecnn Baw pebeHOK uMeeT aKkKayHT Ha OAHOM M3 COuMalbHbIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru v T.n.), BHMMATENbHO WU3YyuYUTE, KaKy
nHdopMaumlo NOMEeWaT ero Y4YaCTHUMKM B CBOMX npodunsax wu 6norax, BkAKYas
¢doTorpacdpum 1 Bmaeo.

3. MpoBepbTe, C KakKUMW APYrMMW CaliTaMu CBA3aH couuanbHbll cepBuc Balero
pebeHka. CTpaHuykm Bawero pebeHka MoryT 6biTb 6€30nacHbIMM, HO MOTYT U CoAepXaTb
CCbIIKM Ha HeXenaTefnbHble W OornacHble canTbl (HanpuMep, MOPHOCAWUT, UM CaWT, Ha
KOTOpPOM Apyr ynOMWMHAeT HOMep CcoToBoro TenedoHa Bawero pebeHka win Baw
AOMaLIHMIN agpec)

4. Moowpsnte Bawunx geten coobwatb 060 BCEM CTPAaHHOM WM OTTASIKMBAKOLWEM U
HE C/UWKOM OCTPO pearnpymTe, KOraa OHM 3TO AenatT (M3-3a onaceHus noTepsTb



AOCTyn K VIHTEepHEeTYy AeTu He roBopsAT poauTensM o npobsemax, a Takxe MOryT HadaTb
ncnonb3oBatb MHTEpHET BHe AOMa M LWKOSbI).

5. byabTe B Kypce ceTeBOW XW3HW Bawero pebeHka. WNHTepecyihTecb, KTO WX
ApYy3bsa B VIHTEPHET TakK Xe, KaKk MHTepecyeTecCb peasibHbIMU APY3bSMMU.

BospacTt ot 7 go 8 net

B WNHTepHeTe pebeHOK CTapaeTcs NOCETUTb T€ WUIW MHble CalTbl, @ BO3MOXHO U
yaTbl, paspelleHne Ha NoceLleHMe KOTOPbIX OH HE noay4dun 6bl oT poauTenei. MNosTomy
poauTenaM 0COB6eHHO Tone3Hbl 6yayT Te OT4YeTbl, KOTOpble MpPenoCTaBaAsOTCS
nporpaMMaMM MO OFPaHUYEHUIO MUCNoNb3oBaHMS WHTepHeTa, T.e. PoauTenbCkui
KOHTPO/Ib UMM TO, YTO Bbl CMOXETE YyBUAETb BO BpeMeHHbIX ¢annax. B pesynbraTte, y
pebeHka He 6yAeT OLWYLEHUs, YTO 3@ HWUM BedeTCcs MOCTOSIHHbIM KOHTPOJb, OAHAKo,
poautenn 6yayT Mo-npexHeMy 3HaTb, Kakue calTbl nocewiaer mx pebeHok. [etn B
[aHHOM Bo3pacTe o0651ajaloT CWIbHbIM 4YyBCTBOM CEMbW, OHW [OBEPUYMBBI WU He
COMHeBatoTcs B aBToputetax. OHM No6AT urpatb B CETEBbIE UIMPbl U NYTELWECTBOBATb MO
NHTEepHETY, WCNONb3ysi 3/IEKTPOHHYIO MOYTY, 3axO0AUTb Ha CalTbl W 4aTbl, He
peKOMEHA0BaHHbIE POAUTENAMMU.

CoBseTbl N0 6e30onacHOCTM B ceTh MIHTepHeT ana aeten 7 - 8 net

1. Co3pariTe CNMMCOK AOMALUHMX NpaBun noceweHns MIHTepHeTa nNpu yyYacTum AeTen
n TpebyiiTe ero BbINOJHEHMS.

2. TpebyiiTe oT Bawero pebeHka cobnoaeHnUs BpPEMEHHbIX HOPM HaXoXAEeHMS 3a
KOMNblOTepoM. Mokaxunte pebeHky, 4To Bbl Habnogaete 3a HUM He NOTOMY 4TO Bam 31O
Xo4yeTcsl, a noToMy 4yto Bbl 6ecnokoutecb 0 ero 6e€30mMacHOCTM M BCerga rotoBbl €My
NOMOYb.

3. KomnbioTep € noaknoyeHMeM K WHTepHeTy AOMKeH HaxoauTbCs B obuien
KOMHaTe noA NpMCMOTPOM poanTENEen.

4. icnonb3ynTe crneumanbHble AeTCKME MOUCKOBbIE MaLLWHbI.

5. Wcnonb3ynte cpeactBa 610KMPOBaHUSA HeXenaTeNbHOro KOHTEHTa Kak
AOMOJIHEHNE K CTaHAapTHOMY PoanTEeNnbCKOMY KOHTPOSIO.

6. Co3pgalite CeMEeNHbIN 3MEKTPOHHbIM SAWMK, 4YTOObl HE MO3BONUTL AETAM WUMETb
cobCcTBEHHbIE agpeca.

7. Bnokupyinte AoCTyn K canTaMm ¢ 6ecnniaTtHbIMM NOYTOBbIMU ALWMKaMN C NOMOLLbLO
COOTBETCTBYHOLLEr0 NpOorpaMMHOro obecneyeHus.

8. lMpuyunte petent coeeToBaTbCad C Bamum nepen onybnumkoBaHuMeM Kakom-nmbo
nHdopMaumMm CpeacTtBaMm 3MNEKTPOHHOM MOYTbl, 4YaTOB, PErucCTPauMOHHbIX GOpM WU
npodgunen.

9. HayuuTte peter He 3arpyxaTtb dainbl, Nporpammbl UamM My3blky 6e3 Bawero
cornacus.

10. He paspewanTte p[geTaM MUCNONb30BaTb CAYyX6bl MrHOBEHHOro obMeHa
COObLLEHNAMMN.

11. B "6enbin" CnNMCOK CaMTOB, pa3pelleHHbIX A9 MOCeLleHns, BHOCUTE TOJIbKO
CalTbl C XOpOLWEN penyTaunen.



12. He 3abbiBanTe 6ecenoBaTb C AeTbMU 06 UX Apy3bsx B NHTepHeTe, Kak ecnu 6bl
peyb Wa 0 APY3bSX B peasibHOW XU3HMU.

13. He penante "Taby" n3 BONpPOCOB MONOBOM XWU3HWU, TaK KakKk B VIHTEpHeTe aeTtu
MOrYT JIEFKO HAaTKHYTbCA Ha NopHorpaduio unu cantbl "ana B3pocibix".

14. Mpuyunte Bawero pebeHka coobulaTb BaM 0 MHOObLIX yrpo3ax WM TpeBorax,
cBsi3aHHbIX ¢ NHTepHeTOM. OcTaBalTecb CNOKOWMHbLIMM M HAMNOMHUTE AETHAM, YTO OHM B
6e3o0nacHOCTM, €CcnM caMum pacckasanu BaM O CBOMX Tpesorax. [loxBanute ux wu
NOCOBETYIMTE NOAONTHM eLle pa3 B NoaobHbIX cnydasx.

BospacT getent oT 9 oo 12 net

B paHHOM BoO3pacTe AeTu, KakK npaBuNo, YXe HachabiwaHbl O TOM, Kakas
nHpopMaumsa cyuwectsyeT B MHTepHeTe. CoBeEpLUIEHHO HOPMasbHO, YTO OHU XOTHAT 3TO
yBUAETb, MpPOYeCTb, YycablwaTb. [Ipn 3TOM  HYXHO MNOMHWUTb, 4TO AOCTYyNn K
HeXxenaTeNbHbIM MaTepuanaM MOXHO nerko 3abnokuposaTb MNpu MNOMOLWKW CpPeacTB
PoonTtenbCcKoro KOHTpPOJiA.

CoBeTbl No 6e3onacHOCTU Ana aeten ot 9 Ao 12 net

1. Co3panTe CNMCOK AOMALUHMX NpaBwuia noceweHns MIHTepHeT Npu yyacTum eTen
n TpebyiiTe ero BbINOJHEHMS.

2. TpebyiiTe oT Bawero pebeHka cobnogeHUs HOPM HaxOoXAEHUS 32 KOMMbIOTEPOM.

3. HabniopanTe 3a pebeHKOM npu paboTe 3a KOMMNbIOTEPOM, MOKaXUTE eMy, UTO Bl
b6ecnokounTecb 0 ero 6€30nNacHOCTU K BCerga roToBbl OKasaTb €My MOMOLLb.

4. KoMnbloTep € NoaknoyeHneMm B MHTEpPHET AOKEH HAaxXoAMTbCa B 06LLEeN KOMHaTe
noA NpUCMOTPOM poanTENEN.

5. MWcnonb3ynte cpeactBa 65I0KMPOBaAHUS  HeXeNaTe/bHOr0 KOHTEHTa Kak
OOMOJIHEHWE K CTaHAAPTHOMY PoauUTENbCKOMY KOHTPOSIO.

6. He 3abblBaliTe nNpuvHMMaTb HENOCPEACTBEHHOE y4yacTMe B XMU3HM pebeHka,
6ecenoBaTb C AeTbMn 06 NX Apy3bax B MIHTepHeTe.

7. HactaumBanTe, 4TOobbl A€TM HMKOr4a He cornawanumcb Ha JIMYHble BCTPeuu C
Apy3baMu no NHTepHeTy.

8. Mo3BonanTe AeTaM 3axoAuTb TOMBKO Ha canTbl n3 "6enoro" cnucka, KOTopbli
co3panTe BMecTe C HUMMU.

9. MpuyunTte peTer HUKOrAa He BblAaBaTb JIMYHYIO WHQOpMauMio cpeacTtBaMm
3/IEKTPOHHOM  MOYTbl, 4aTOB, CUCTEM MrHOBEHHOro o0bMeHa coobweHusMu,
PErmcTpaumMoHHbIX (OpM, NUYHbIX Npoduien U Npu perncTtpauum Ha KOHKYpCbl B
NHTepHeTe.

10. MMpuyunte p[eTen He 3arpyxaTb nporpammbl 6e3 Bawero paspelleHus.
O6BbACHUTE UM, YTO OHWM MOTYT CNYy4YaMHO 3arpy3uTb BMPYCbl MW ApYyroe HexenaTenbHoe
nporpaMMHoe obecneyeHue.

11. Co3panTte BaweMy pebeHKy OrpaHMUYEHHYI YUYETHYK 3anucb ans paboTbl Ha
KOMMNblOTEpe.



12. Mpuyuunte Bawero pebeHka coobwatb BaM 0 NbbiX yrposax uMnu Tpesorax,
CBSI3aHHbIX C VMHTepHeTOM. HanoMHuTe ageTaM, 4To OHM B 6e30MacHOCTM, ecnm camum
pacckasasn BaM O CBOMX TpeBorax u onaceHusx.

13. Pacckaxute netam o nopHorpadum B NHTEpHETE.

14. HacrtamBainTe Ha TOM, 4TOobbl AETWU MpPeaocTaBnsAM BaM [AOCTYyNn K CBOeN
3/1EKTPOHHOM nouTe, 4yTobbl Bbl Y6€annmnch, 4YTo OHW He 06LWatoTCa C HE3HAKOMLAMMU.

15. O6bAcHUTe peTaM, 4YTO Henb3sa WCNoNb30BaTb CeTb ANS  XYJMraHCTBa,
pacnpoCcTpaHeHus cnaeTeH UAun yrpos.

BospacT geten ot 13 go 17 net

B oToM BO3pacTte NOAPOCTKM QAKTUBHO WCMONb3YKOT [MMOUCKOBble MallMHbI,
NOMb3YIOTCA 3/1eKTPOHHOW noyToNn, cnyx6amMm MrHoBeHHOro obMeHa coobLueHnsaMY,
CKaunBatoT My3blKy U punbMbl. ManbyunkaMm B 3TOM Bo3pacTe 60nblue NO HpaBy CMeTaTb
BCE OrpaHM4yeHusi, OHM XxaxayT rpyboro wMopa, asapTHbIX MWrp, KapTUHOK "Ans
B3pocnbix". [eBoukn npeanovmTtaloT obwaTbCsd B 4aTax, NpyM 3TOM OHM ropasno 6onee
YyBCTBUTENbHbI K CEKCYyasibHbIM AOMOraTtefnbCcTBaM B VMIHTepHeTe.

3avacTyio B AaHHOM BO3pacTe pOAUTENSAM YXe BeCbMa CNOXHO KOHTPOSMPOBaTb
CBOMX peTel, TaK Kak 06 WNHTepHeTe OHW yXxe 3HalT 3HauuTenbHO 60nblue CBOMX
poautenein. TeM He MeHee, He oTnyckamTte peten B "cBobogHoe nnaBaHme" no
NHTepHeTy. CTapaliTeCb aKTMBHO y4YacTBOBaTb B 06weHnn pebeHka B UHTepHeTe.

BaxHO no-npexHeMmy cTporo cobniogatb npasuna WHTepHeT-6e30nacHOCTU -
cornalwieHve mexay poamTtensMm n aetbMm. Kpome TOro, Heo6xoamMMo Kak MOXHO valle
npocMaTpmBaTb OTYETbl O AeATenbHOCTUM AeTen B WHTepHeTe. Cnepyer obpaTtutb
BHMMaHMe Ha HeobxoAUMMOCTb coAepXaHus poauTenbCKuX naponen (naponemn
aAMWUHUCTPATOPOB) B CTPOroM cekpete M 06paTUTb BHMMAHMWE Ha CTPOroCTb 3TUX
naposnen.

CoBeTbl No 6e30nMacHOCTM B 3TOM Bo3pacTte oT 13 ao 17 net

1. Co3pganTe CNMCOK AOMalIHWUX MpaBua MnoceweHnss WMHTepHeTa npu y4acTum
noapocTkoB n TpebyiTe 6e3yCcnoBHOro ero BbiMosHEHUS. Ob6roBopute C pebeHKoM
CNMUCOK 3anpeleHHbiXx cantoB ("depHbln cnucok"), 4acbl paboTbl B WHTepHeTe,
PYKOBOACTBO MO 06ueHunto B VIHTepHeTe (B TOM 4yncne B YaTax).

2. KoMnbloTep € noaknyeHneMm K cet WHTepHeT AO/MKeH HaxoauTbcs B obuen
KOMHaTe.

3. He 3abbiBaiTe 6ecepgoBatb € AeTbMU 06 uUX Apy3bsax B NHTepHeTe, O TOM, 4yeM
OHM 3aHATbl TakMM o6pa3oMm, 6yATOo pedb MAET O APY3bAX B peasbHON >KU3HMW.
CnpawwuBanTe 0 N0AsX, C KOTOpbIMM AeTU obLiatoTcs nocpeacTBOM CNyX6 MrHOBEHHOrO
obMeHa coobeHnsMn, ytobbl y6eanTbCcs, YTo 3TU NOAM UM 3HAKOMbI.

4. Wcnonb3ynte cpeactBa 6/0KMPOBaHUS  HeXenaTenbHOr0 KOHTEHTa  Kak
AOMOSIHEHNE K CTaHAApPTHOMY POANTENbCKOMY KOHTPOSIIO.

5. HeobxoamMo 3HaTb, KakmMu 4aTamum nonb3yrTcsa Bawu petu. [lMoowpsanTte
NCNOJIb30BaHME MOAEPUPYEMbIX 4aTOB W HacTaumBaKTe, 4TO6bl AeTM He obuwanucb B
NPUBaTHOM pexuMme.



6. HactramBanTte Ha TOM, 4YTOObl AE€TU HUKOrAa He BCTPEYasncCb JIMYHO C APY3bSMU
U3 cetn NIHTepHer.

7. TpwuyuynTte peterr He BblAaBaTb CBOK JIMYHYIO WMHBOPMaUUIO CpeacTBaMm
3/IEKTPOHHOM  MOYThbl, 4YaTOB, CUCTEM MIHOBEHHOro o6MeHa cooblweHnaMu,
PErnCTpaumMoOHHbIX OpM, JNIMYHbIX npodunern U npu pernctpaunm Ha KOHKYpPCbl B
NHTepHeTe.

8. [lMpuyunte petenm He 3arpyxatb nporpamMmbl 6e3 Balwero paspelleHus.
O6BbACHUTE UM, YTO OHWM MOTYT CNYYaWHO 3arpy3uTb BUPYCbl UKW ApPYroe HexenaTenbHoe
nporpaMMHoe obecneyeHue.

9. Mpuyunte Bawero pebeHka coobwaTtb BaM O MO6bIX yrpo3ax wau TpeBorax,
CBSI3aHHbIX C VMHTepHeTOM. HanoMHuTe ageTaM, 4To OHM B 6e30MacHoOCTU, ecnu camum
pacckasasn BaM, 0 CBOMX yrpo3ax unm Tpesorax. loxesanute nx n nocoBeTyimnTe NOAOHTH
elwe pa3 B NOA06HbIX criyyasx.

10. Pacckaxute getaMm o nopHorpadummn B MIHTepHeTe. MNMomMormte MM 3alnUTUTLCA OT
cnaMa. HayyuTe NOAPOCTKOB He BblAaBaTb B MWHTepHeTe CBOero peasbHOoro
3/IeKTPOHHOr0 azpeca, He OoTBeyaTb Ha HexenaTesfbHble MNuUcbMa W UCMONb30BaTb
cneuuanbHble NoYTOBbIE PUBTPSI.

11. Mpuyuunte cebs 3HAKOMUTLCS C CanTaMm, KOTOpble NoCeLatoT NOAPOCTKM.

12. Hayuute pgeten yBaxaTb APYrMX B MHTepHeTe. YbeamTecb, YTO OHM 3HAKT O
TOM, YTO NMpaBuia XOpoLIero NoBeAeHUS AENCTBYIOT Be3ae - AaXKe B BUPTyaslbHOM Mupe.

13. Ob6bsiICHMTE AEeTaAM, YTO HWU B KOEM cCriydae Henb3a ucnonb3oBaTb CeTb Ans
XYJIMraHCTBa, pacnpoOCTpaHEeHUs CnaeTeH Uan yrpos ApyrmMm Aasm.

14. ObcyauTe Cc nogpocTkaMn npobnembl ceTeBblX a3apTHbIX UIP U X BO3MOXHbIN
puUCK. HanoMHuTe, YTO AETW He MOryT UrpaTb B 3TU UIPbl COMTACHO 3aKOHY.

MOCTOSIHHO KOHTPOMMPYNTE UCNonb3oBaHMe MHTepHeTa Bawwnm pebeHkoM! DTo He
HapyleHne ero NIMYHOro NpPOCTPaHCTBA, a Mepa MpefoCTOPOXHOCTU M MposBleHne
Bawel poanTtenbCKom OTBETCTBEHHOCTM M 3a60ThlI.



